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My Background
24-year Active Duty Naval Officer, EE Ph.D.
Assistant Professor, USNA Cyber Science Department
Military Deputy for the Dean of Math and Science

Research in Cyber-Physical Systems (CPS) Security: Detection of malicious sensors using 
side-channel power analysis, Alternate actuation paths, Actuation limits, Industrial Control 
Systems (ICS) security, Maritime Hull, Mechanical, & Electrical (HM&E) security

EA-6B Naval Flight Officer

2

Disclaimer: All my own opinions, not 
those of the DoD, US Navy, or USNA



About the U. S. Naval Academy

● Located in Annapolis, MD  
● One of Five Federal Military Academies

○ feeding the U. S. Navy and Marine Corps
● Approx. 4500 students and 600 Faculty 

○ 300 civilian, 300 military
● 26 Majors

○ 65% graduates must be STEM majors

Cyber Operations: 
Interdisciplinary 
Major

https://ieeexplore.ieee.org/a
bstract/document/8677342
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My umbrella term of choice = CPS

Cyber-Physical Systems

Other Monikers:

OT = Operational Technology

ICS = Industrial Control Systems

Industry 4.0, IIoT

SCADA
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Why should you care about this?
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These were not caused by 
cyber attacks, but show the 
devastating potential 
consequences



Course Motivation

To allow undergraduate students to learn and gain hands-on experience with 
Programmable Logic Controllers (PLC) and then investigate the unique cybersecurity 
challenges in CPS. 

To provide a relevant application focus, the subdomain of Maritime Industrial Control 
Systems Cybersecurity was chosen since most of our graduates will go on to serve on 
ships and submarines.
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https://nara.getarchive.net/media/the-guided-missile-destroyer-uss-mcfaul-ddg-74-approaches-the-uss-enterprise-543f24
https://www.cnet.com/pictures/newest-us-navy-submarine-uss-south-dakota-meet-the-2-6-billion-nuclear-powered-ship/3/


Course Outline
● Course Introduction
● Maritime Systems

○ Propulsion
○ Electrical
○ Auxiliaries 
○ Bridge

● Industrial Control Systems
○ PLCs
○ Ladder Logic
○ Modbus
○ Attacking (and Defending)

● Final Project
○ YP703 Alarms and Monitoring
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Week Lecture Lab

1 Class Introduction Intro Video

2 Ship Propulsion Systems VER Install & Startup

3 Ship Electrical Systems VER Power Plant

4 Ship Water Systems VER Aux Systems

5 Ship Nav and Bridge Systems Bridge Cmd Install

6 Intro to PLCs Exam 1

7 Intro to Ladder Logic CCW Instal, LL 1

8 Adv. Ladder Logic More LL

9 ICS Protocols (part 1) Modbus RS-232

10 ICS Protocols (part 2) Modbus RS-485/TCP

11 Attacking ICS (part 1) Attacking ICS

12 Attacking ICS (part 2) Exam #2

13 YP703 Systems Overview YP Field Trip

14 YP Project Intro HILICS Install

15 YP Project work YP Status Update

16 YP Project Work Project Demo



Marine Systems Lectures - Propulsion

● Propulsion Types
○ Manual
○ Sails
○ Paddlewheel
○ Pump-Jet
○ Propellers

● Power Generation
○ Steam
○ Diesel
○ Gas Turbine
○ LNG
○ Fuel Cell

● Typical Ship 
Configurations
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Marine Systems Lectures - Electrical

● Components
○ Generators
○ Switchboards
○ Bus Bars
○ Circuit Breakers
○ Transformers
○ Others

■ Switches
■ Fuses
■ Instrument
■ Motors, etc.

● Three-Phase Power
● Electrical Safety
● Inside Switch Boards
● Distribution
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Marine Systems Lectures - Auxiliary (Water Systems)

● Ballast
● Cooling
● Fire Mains
● Potable Water

○ Evaporator
○ Reverse Osmosis

● Wastewater
○ Greywater
○ Blackwater
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Virtual Engine 
Room Labs (#1-3)
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https://drkluj.com/simulators/free-student-version/

● SW Install
● Engine Startup

○ Checklists
○ Bunkering
○ Main Engine

● Electrical
○ Start/Stop
○ Failover
○ Synchronization

● Auxiliaries
○ Ballast
○ Fire Fighting
○ Bilge
○ Cooling

https://drkluj.com/simulators/free-student-version/


Marine Systems Lectures - Bridge Systems

● Definitions
● Manning
● Components

○ ECDIS
○ AIS
○ Radar
○ Communications
○ Other Systems

● Automation
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Bridge Command Lab (#4)
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https://www.bridgecommand.co.uk/

● SW Install
● Bouyage

○ RHIB
○ Basic Controls

● Leaving Harbor
○ Lifeboat
○ Radar
○ Man Overboard

https://www.bridgecommand.co.uk/


PLC Lectures - Introduction to PLCs

● Overview
● History
● Components
● Applications
● SCADA 

Organization
● Programming
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PLC Lectures - Ladder Logic

● History
● Conventions

○ L to R, top to bot.
● Symbols

○ Contacts
○ Coils

● Function Blocks
○ Modbus Message
○ Timer
○ Num. Conversion
○ User Defined

● Examples
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PLC Labs (#7-11)

Allen-Bradley (AB) micro820 PLC based

Individual Ladder Logic Programming

Modbus Communication (RS-232, RS-485, and TCP)

PLCCable.com

16

https://www.plccable.com/allen-bradley-micro820-analog-ccw-plc-trainer-micro800-training-kit/


PLC Lectures - PLC Communication
● Modbus History
● Intro
● Object Types
● Protocols
● Message Format

○ Function Codes
○ Data Format
○ CRC

● Physical Medium
● Others

○ CIP
○ EtherNet/IP
○ DNP3
○ HART
○ BACNet
○ OPC
○ Profinet
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PLC Lectures - Attacking and Defending PLC Networks
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https://www.scienceopen.com/hosted-
document?doi=10.14236/ewic/ICSCSR2013.3

https://www.scienceopen.com/hosted-document?doi=10.14236/ewic/ICSCSR2013.3


Exams

Three exams, primarily short answer having the students recall material 
introduced in lectures.   Example Questions:

1. What are some reasons why a ballast system is required on a ship?
2. What is an ECDIS and what is it used for on a ship?
3. Describe how the HART protocol can encode both digital and analog data on 

the same legacy wire.
4. Decode the following Modbus message and describe in plain english what it 

means:  0x13 0x06 0x00 0x04 0x00 0x06 0x4B 0x7B
5. Think about two different attacks that a knowledgeable cyber attacker could 

launch on a typical ship.  Describe the method of ingress, systems affected, 
and consequences to the vessel.
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Final Project
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● Builder: C&G Boat Works Inc.  (YP703-2010 to YP708-2014)
● Propulsion: 2x715 bhp (2x448kw) Cat C-18 diesel engines at 2,100 RPM
● Electrical: 2x CAT Diesel Generators 480V, 99 KW, 3-phase AC
● Length: Overall: 119 feet (36.3 meters)
● Beam: 27.9 feet (8.51 meters)
● Displacement: 227.6 Metric Tonnes (223.9 long tons)
● Draft: 7.5 feet (2.27 meters)
● Speed: 12.6 knots (23.3 kilometers per hour)

USNA Yard Patrol vessels (YP703)

Used for local ship-handling 
training operations and summer 
cruises on the eastern seaboard
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MAX II Alarms and Monitoring System on the YP703 class
GE Fanuc based custom install
● 2x PC to drive 6x touchscreen Human 

Machine Interface (HMI)
● 2x Programmable Logic Controllers (PLCs)
● Dual redundant IP/serial communications
● Interfaces with:

○ Engines
○ Generators
○ Tanks
○ Fire Detection
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Project Results

Students successfully connected three 
PLC kits together to replicate a portion 
of the YP alarms system.

Modified the HILICS IO_Test program 
to share discrete and analog values and 
trigger alarms.

Produced a 9-page Interface Control 
Document (ICD) that recorded the 
message format and context for the 
information displayed and the displays.
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https://github.com/
sdunlap-afit/hilics

https://github.com/sdunlap-afit/hilics


Conclusion

An overview of the new Maritime ICS Course taught at USNA.

I look forward to hearing your questions and and suggestions you 
might have about ideas for future offerings.

Brien Croteau, USNA, croteau@usna.edu
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Link to these slides:
https://github.com/brienc23/

MICS_Course_Materials

https://github.com/brienc23/MICS_Course_Materials


Backup Slides
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Lessons Learned when building 
a Maritime Systems Security 

Laboratory Testbench
Brien Croteau, USNA, Cyber Science
DefCon 31- ICS Village, 12 Aug 2023 Link to these slides:

https://github.com/brienc23/De
fcon31_workshop_materials

https://github.com/brienc23/Defcon31_workshop_materials


v0.1 UMBC Ship System Testbed

2019 R Week Paper
Alternative Actuation Paths for 
Ship Applications in the 
Presence of Cyber-Attacks
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https://ieeexplore.ieee.org/abstract/document/8972006


v1.0 Proof of Concept 

3x Ras Pi: HMI, PLC, "Generator"
● OpenPLC v1.0
● 8 discrete faults
● 1 "analog" frequency
● toggle on/off status

5 min demo video
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https://drive.google.com/file/d/1Vq9312DDPzuf_t_9ZPdmRjVkTi6ZZ5Wy/view?usp=sharing


v2.0 Classroom Trainers

Allen-Bradley (AB) micro820 PLC based

Individual Ladder Logic Programming

Modbus Communication (RS-232, RS-485, and TCP)

PLCCable.com 29

https://www.plccable.com/allen-bradley-micro820-analog-ccw-plc-trainer-micro800-training-kit/


v2.5 Hardware-in-the-Loop ICS (HILICS)

https://github.com/
sdunlap-afit/hilics

On loan from Air Force Institute of Technology (AFIT)
AB microLogix 1100+RasPi
Students made a 3-node network replicating a portion of the YP703 system:
● 1x HMI
● 1x Diesel Engine
● 1x Generator

Captured their work in an Interface Control Document
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Other Maritime Testbenches
https://www.fathom5.co/systems

https://www.kongsberg.com/
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